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Committee Secretary

Legal Affairs and Safety Committee
Parliament House

George Street

Brisbane Qld 4000

12 April 12, 2023
RE: Inquiry into Support for Victims of Crime

My name is Dr Cassandra Cross and | am an Associate Professor in the School of Justice,
Faculty of Creative Industries, Education and Social Justice, at the Queensland University of
Technology. | am a leading internationally recognised scholar in the field of fraud, financial
crime, and cybercrime. | first started researching fraud fifteen years ago in 2008, while
working as a civilian with the Queensland Police Service. In 2011, | was awarded a Churchill
Fellowship to explore the prevention and support of online fraud victims. This enabled me
to travel across the UK, US, and Canada to engage with over 30 agencies working in this
space. It was an invaluable experience which was the catalyst to my academic transition.

My appointment to QUT in September 2012 has enabled me to pursue a research agenda
focused solely on fraud. | have developed an extensive and authoritative track record in this
area, across both national and international fronts. | have published over 90 outputs
predominantly relating to fraud and cybercrime. This includes co-authoring the monograph
Cyber Frauds, Scams and their Victims (published by Routledge in 2017). | have been
successful in bidding for, and attracting research funding, having led eight research projects,
all in collaboration with government or industry partners, totalling over AUD$1.8 million.

My research has focused on all aspects of fraud victimisation, across policing, prevention,
disruption, and the support of victims. A large amount of my research has involved
interviewing fraud victims and gaining their direct narratives of what occurred and the
aftermath of the incident. | have spoken with hundreds of victims, as well as a large array of
professionals (including law enforcement, consumer protection, government, industry,
banking and finance, victim support) on this issue across the globe. In recent years, | have
focused heavily on over three thousand romance fraud complaints lodged with Scamwatch
(Australian online reporting portal for fraud, hosted by the Australian Competition and
Consumer Commission). Fraud is a global issue, and my work has highlighted the
complexities, nuances, and ongoing challenges posed by fraud to individuals, governments,
corporates, and society as a whole.

| thank the Legal Affairs and Safety Committee for their interest in this topic and the ability
to contribute to this inquiry.

Dr Cagsandra Crogs
Associate Professor, School of Justice, Faculty of Creative Industries, Education and Social
Justice, Queensland University of Technology
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The current submission

The following submission focuses on the second term of reference, being the operation and
effectiveness of the Victims of Crime Assistance Act 2009 for victims of violence. However,
my submission advocates for a rethinking of the current eligibility criteria that mandates an
act of violence, using fraud as an example of why consideration should be given to
expanding this eligibility criterion. The arguments put forward in this submission draw from
my entire body of work examining fraud for the past fifteen years.

Overall, this submission argues that the current eligibility criteria for financial assistance
within the Victims of Crime Assistance Act (hereafter referred to as VOCA Act) should be
expanded to include victims of fraud, based on the following:

e The characteristics of current fraud approaches, including the techniques used by
offenders to perpetrate their offences;

e The severity of the impact of fraud on victims;

e The need for victim recognition and support to enable recovery.

A context to fraud in Australia

The Australian Competition and Consumer Commission (ACCC) reported that Australians
lost over $2 billion to fraud in 2021. This was up from $851 million and more than double
the losses reported in 2020. There are suggestions that losses will again double in 2022,
with expectations of over $4 billion lost by Australian consumers. While the COVID-19
pandemic has seen a global shift and increase in reported fraud and other cybercrime
offences, the increase has been consistent over the past decade. When the ACCC first
started reporting annual fraud statistics in 2009, losses accounted for $70 million. In just
over a decade, this is an increase of 2,757%. Greater awareness and better reporting
mechanisms can be attributed in part to this increase. However, the stark reality is that
fraud offences have increased exponentially in the past decade (at a global scale), driven
largely by technological changes and improved offending techniques, and the losses
incurred by victims has increased commensurate to this overall trend.

Fraud is defined by its use of deception to obtain a financial reward or advantage. In many
cases, this occurs through direct money transfers between victims and offenders, however
offenders can also obtain personal information and identity credentials that enable identity
crimes. There are an endless array of approaches or “plotlines” used by offenders to target
their victims, however there are several fraud types which are favoured by offenders.
Investment fraud (where an offender offers an opportunity to invest in a product or
company that does not exist) and romance fraud (where an offender uses the guise of a
genuine relationship to obtain financial reward) are two dominant categories of fraud.
These two fraud types have been consistently in the top three categories for financial losses
in Australia since 2009.

The characteristics of current fraud approaches

The current VOCA legislation has explicit eligibility criteria for those who can apply for, and
be granted, financial assistance in the aftermath of a crime. This revolves around the
experience of a violent offence, as well as the inclusion of domestic violence offences. In this



way, the current legislation is focused on offences against the person (rather than property
offences). Fraud is traditionally conceived as a property offence. This is reflected in the
current Australian and New Zealand Standard Offence Classification. Therefore, under the
current VOCA eligibility criteria, victims of fraud are not eligible to apply for any financial
assistance.

This submission advocates for a need to rethink fraud offences as merely property offences
and calls for a recognition of the human interaction element that characterises many
current fraudulent approaches. Offenders use a wide variety of communication platforms to
target and connect with potential victims. It may be through phone, email, text message,
the internet, online forums or a social networking platform. In some cases, it can still be
through face-to-face methods. Many offenders are deliberate in their tactics to attract the
attention of a potential victim and use a range of sophisticated and complex techniques to
achieve this. Research indicates the use of social engineering techniques deployed by
offenders, (including a range of persuasion tactics used in marketing), grooming techniques
(similar to what is known to occur within child exploitation contexts) and psychological
abuse techniques (similar to what is known to occur within domestic violence situations).
Offenders are deliberate in using these tactics to increase the likelihood of success with
their intended targets. Victims are often bombarded with communications from an offender
across multiple platforms, at all times of the day, and can become consumed in their
interactions with offenders. This can occur over days, weeks, months and in some cases, for
several years.

This is relevant across both investment and romance fraud approaches, with a clear focus
on the relational aspect that is integral to effective offending. Offenders are able to develop
trust and rapport with their victims, and with this as a foundation, they manipulate victims
to comply with their financial (and other) requests. The ability to create established
relationships with victims is aided by many affordances of online communication, and
offenders are able to invent circumstances that have an degree of plausibility about them.
Fraud offenders have recognised that all humans have an inherent vulnerability, and they
are able to identify any weakness and exploit it for their own financial gain. Importantly,
offenders are able to exert power and control over victims despite not having any
geographical proximity. This emphasizes the blatant power of the social engineering,
grooming and psychological abuse techniques used by offenders.

With this as a context, it is hard to conceive of fraud purely as a property offence. There is a
strong interpersonal and relational element to a majority of fraud offences, and this has
devastating impacts on individuals, as highlighted in the following section.

The impact of fraud on victims

There is a clear body of research which documents the impacts of fraud victimisation on
individuals. There are obvious financial losses to victims, which lies at the heart of all fraud
offending. However, the impact of fraud goes beyond pure monetary losses and can extend
to permeate all aspects of a victim’s life. This can include a deterioration of physical health
and emotional wellbeing, varying levels of depression, relationship dysfunction and
breakdown, unemployment, homelessness, and in extreme cases, victims will contemplate



or commit suicide. In this way, the impacts of fraud victimisation can be understood as
commensurate to the impacts of experienced by some victims of violent crime. The current
VOCA act acknowledges the variety of harms experienced by victims of violent crimes, and
does not focus only on physical injuries, but extends its consideration to many of the harms
outlined above. In this way, fraud victims experience many of the same impacts of those
who are currently eligible for assistance.

Recent research also indicates the debilitating and ongoing fear of crime experienced by a
small number of (romance) fraud victims. Given the nature of the fraud offending, and the
intimacy shared between victims and offenders, when a victim realises they have been
defrauded, some exhibit a fear and anxiety over what could happen, and a perceived threat
to their physical safety and security. In my own research, | have had a small number of
victims who have sold their house and moved to a new place, believing that it was the only
way to claim back a sense of safety in the aftermath of fraud. Regardless of the small
likelihood of a victim experiencing physical harm at the hands of their offender, the fear and
perceived threat is real. Offenders are known to use a range of threats and psychological
abuse techniques in their efforts to gain compliance from victims. If this is unsuccessful,
they will escalate their verbal abuse and threats towards the victim and their family. This
can have deleterious effects on the victim and their wellbeing.

The impact of fraud on individuals varies according to individual circumstances. The amount
of money lost is not a true indicator of the impact on a person’s life and wellbeing. For
some, small losses can have a severe impact, whereas others lose hundreds of thousands of
dollars without consequence. The duration of the impact is also variable, with some victims
being able to recover in a short period of time, while others experience ongoing challenges
and no foreseeable future.

While the financial losses associated with fraud can be significant, victims often describe the
violation of trust and sense of betrayal as being harder to accept and cope with moving
forward. This is what is termed the “double hit” of victimisation and is most relevant in the
romance fraud context. Victims must grieve the loss of the relationship as well as any
monetary losses. For many, the loss of the relationship is the harder part to process and
move on from. For the majority of individuals, their fraud victimisation is a turning point in
their lives. However, it should not be the event that defines them and their future. This is
further explored below.

Enabling victim recovery

Currently fraud victims face a range of barriers in the aftermath of their victimisation. First,
there is a strong stigma and shame associated with fraud victimisation. There is a pervasive
negative stereotype which positions fraud victims as greedy, gullible, uneducated, and
somewhat deserving of their victimisation. Given that fraud victims are active in their
victimisation (through the transfer of money or personal details), they are ascribed a level of
culpability in their circumstances. Fraud has one of the lowest rates of reporting, with most
research indicating less than one third of offences are reported, and that online fraud
offences are even lower. For those who do have the courage to disclose to family, friends, or
authorities, they are often humiliated, dismissed or their experience is trivialised. This is



even more pronounced with older victims, who can be disowned by their families, or who
have their capacity questioned by family and are subsequently isolated, with their agency
removed.

Research is consistent in highlighting that the current system adds additional harm and
trauma to victims, rather than seeking to support them. Of further relevance, research
indicates that previous victimisation is a strong predictor of future victimisation. Offenders
are known to buy and sell “sucker’s lists”, a brutal term used for the trading of victim
details. Victims can be targeted for further schemes or can be approached as part of a
“recovery fraud scheme”, whereby the offender asserts they are from police (or other
authority) and are able to regain the funds lost by victims, for a small fee. There is a small
known group of chronic fraud victims, who will be successfully targeted and defrauded
continuously.

There are limited avenues of support for victims to access. The main current avenue of
support is through iDcare (Australia and New Zealand’s national identity and cyber support
service). iDcare is a not-for-profit charity that was formed to assist those affected by identity
crime and cyber security concerns and provides a high level of individualised care for fraud
victims. However, it has limited funding and cannot realistically support all fraud victims. In
my own research, some fraud victims have indicated that they accessed private counselling
or support through a medical practitioner, however this was usually in conjunction with an
existing plan or issue, rather than in isolation. The ability to access private services and
support is restricted for many, obviously having sustained financial losses because of the
fraud. In this way, the expectation of victims to finance their own recovery is not practical.
There are no current dedicated support services for fraud victims outside of iDcare in
Australia.

Proposed changes to the VOCA Act

The above has provided a summary of existing research and evidence that indicates the
nature and extent of fraud offending and victimisation as currently experienced by
Australians. It has sought to demonstrate the complexity and sophistication of fraud
approaches and techniques used by offenders, and the potentially severe and ongoing
consequences of victimisation on individuals in the aftermath of an incident. It has further
highlighted the limited availability of support services to assist victims in their recovery.

The current submission asks for the committee’s consideration to extend eligibility of the
financial assistance scheme to include fraud victims. In the first instance, this may be
through the creation of a specific category of victims (the current VOCA Act uses categories
A-D), which restricts financial assistance to counselling and medical costs. It is not proposed
that fraud victims would be entitled to compensation or restitution resulting from their
losses. Rather, their inclusion in the eligibility criteria seeks to enable a pathway to address
the many non-financial harms experienced.

The inclusion of fraud victims would also be a highly significant symbolic act, which
acknowledges the legitimate status of victims and the ways they have been victimised. The
stigma and negativity of fraud pervades many victim narratives. It is easy to blame the



victim for their circumstances, but this ignores the role of the offender, and the skills of
deception used to manipulate and exploit the victim. Victims are persuaded to do things
they would not ordinarily do, under many lies and falsehoods. Offenders rely upon the
silence and isolation of the victim, and this does nothing but retain power with offenders.
There is a societal need to dispel the many myths and misconceptions about fraud and
counter the harm this causes to those who experience fraud.

Current legislation requires a victim to report to police or a medical practitioner (in some
circumstances). This is relevant to fraud victims, who are already encouraged to lodge a
complaint through the ReportCyber platform (an online reporting portal for cybercrime in
Australia) referenced by the Queensland Police Service in their submission.

The inclusion of fraud victims within the VOCA Act would undoubtedly increase the number
of applications, and the costs associated with delivering financial assistance to victims.
Counselling (as noted in the DJAG submission) is one of the highest categories of grants paid
out by the scheme, and this is likely to be the category of greatest relevance to fraud
victims. However, the consequences of not addressing the impacts of fraud are likely to
have greater economic consequences to the community in the future, as the effects of the
crime remain unaddressed and exacerbate for those victims who will continue to
deteriorate in their distressing situations. A large proportion of this is current hidden within
society, and there is a need to enhance visibility and recognition on fraud and its aftermath.

Conclusion

Fraud victimisation is an ongoing challenge. As noted, it is expected that fraud losses will
again double to over $4 billion in 2022. Behind each of these statistics is a person, a story
and a loss, sometimes of a significant magnitude.

The current federal government has recongised the need to address fraud and cybercrime
through the development of a new cybersecurity strategy, and the proposed establishment
of a National Anti-Scams Centre. While prevention and awareness are an important aspect
to tackling fraud, there is also a critical need to better respond to those who have
experienced it and prevent further harms and victimisation.

Fraud victims are not a homogenous group and experience the effects of fraud in different
ways. Offenders have evolved their fraudulent approaches into highly personalised and
relationally dependent ruses in order to maximise their chances of success. They have
determined that exploiting human relationships (both intimate and nonQintimate) is a highly
lucrative way to gain financial rewards. Consequently, there are millions of victims who
experience the devastations, loss and betrayal of fraud each year. There is a need to better
acknowledge and support those in need, to strengthen their resilience and protect them
into the future.

This submission implores the committee to consider expanding the eligibility of the VOCA
Act to include victims of fraud, for the purposes of accessing financial assistance for
counselling and medical support. This has the potential to make concrete positive changes
in the lives of many, and to promote recovery and resilience to those who are in significant
need.
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