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Introduction

The Crime and Corruption Commission (CCC) welcomes the opportunity to deliver its submission on the Serious
and Organised Crime Legislation Amendment Bill 2016 (the Bill) to the Legal Affairs and Community Safety
Committee (the Committee). The Bill was introduced into Parliament on 13 September 2016. The Committee has
requested that submissions which inform its considerations of the Bill be provided by 6 October 2016 so that it
may report to the Parliament by 1 November 2016. The CCC has considered the Bill which contains 445 pages
and the accompanying Explanatory Notes to the Bill which contain a further 179 pages. Out of necessity and to
assist the Committee meet these strict time-lines the CCC has limited its submission to key matters directly
related to functions and powers under the Crime and Corruption Act 2001 (CC Act) or related to other legislation
which might indirectly affect the CCC's functions and powers.

Parts 5 and 6 of the Bill — Amendment of CC Act and the Crime and
Corruption Regulation 2015

Subject to the matters expressed below, the CCC supports the amendments to the CC Act and the Crime and
Corruption Regulation 2015 proposed by Parts 5 and 6 of the Bill.

Clauses 35 — 38 and CC Act, ss 55A-F: the connection to ‘Criminal Organisations”

Both in the Bill's proposed amendments to the CC Act, and in its current form, ss 55A-F require a connection
between the activity to be investigated and a ‘criminal organisation’. The CCC submits that this required
connection is unsuitable to the meaningful exercise of those functions.

The CCC has previously submitted to the Organised Crime Commission of Inquiry, the PCCC three-yearly review!
and the Wilson Taskforce on Organised Crime Legislation? (see attached extracts), that the required connection
to a ‘criminal organisation’ unduly restricts the CCC’s ability to exercise these functions.

This submission is intended to highlight the main points of these concerns.

‘Criminal organisation’ requirement

Under the Bill, the term:

e ‘criminal organisation’ is defined by reference to the Penalties and Sentences Act 1992 (PS Act), 1610

e ‘participant’ in a criminal organisation is defined by reference to the PS Act, 161P

* ‘office holder’ of an organisation, ‘honorary member’ of an organisation, ‘prospective member’ of an
organisation and ‘serious criminal activity” are defined by PS Act, 161N.

The CCC's comments regarding these definitions appear in the later discussion of the Bill's proposed
amendments to the Penalties and Sentences Act 1992.

As mentioned above, the functions in CC Act, Chapter 2, Part 4, Divisions 2A and 2B require a connection to a
criminal organisation. Section 55A provides that the Crime Reference Committee (CRC) may authorise a special
intelligence operation in the following circumstances:

1 €CC Submission ta the PCCC review of the Crime and Corruption Commission, luly 2015, pp, 19-20, 28-30 and 37-39
https://www.parliament.qgld.gov.au/documents/committees/PCCC/2015 /five-year-review/submissions/014. pdf

2 CCC Submission to Taskforce on Organised Crime legiclation — Inguiry Area 6, August 2015, pp 12-15
http://www.ccc.qld.gov.au/research-and-publications/publications/cce/taskforce-submissions/ccc-submissions-to-taskforce-on-organised-
crime.pdf
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55A Authorising the commission

(1) The section applies if the reference committee is satisfied that there are reasonable grounds to suspect
that—

(a) a criminal organisation, or a participant in a criminal organisation, has engaged in, is engaging in, or is
planning to engage in, criminal activity; or

(b) a person, regardless of whether the person holds an appointment, has engaged in, is engaging in, or
is planning to engage in corruption to support or help a criminal organisation or a participant in a
criminal organisation.

(2) Thereference committee may authorise the commission to undertake a specific intelligence operation,
including by holding hearings.

(3) The authorisation must be in writing and identify—
(a) the criminal organisation or participant to be investigated by the commission; and
(b) the suspected criminal activity or corruption; and
(c) the purpose of the intelligence operation.

(4) The authorisation may relate to any circumstances implying, or any allegations, that particular criminal
activity or corruption, is reasonably suspected.

(5) The authorisation may be made by the reference committee—
(a) on its own initiative; or
(b) if asked by the senior executive officer (crime) or the senior executive officer (corruption).
(6) In this section—
criminal activity means any act or omission that involves the commission of an offence.
hold an appointment means hold an appointment in a unit of public administration.

As has been noted in the CCC’s attached previous submissions to other forums on this matter, CC Act, s 55A(3),
requires identification of the criminal organisation (or participant in a criminal organisation) to be investigated.
This requires a focus on the specific criminal organisation. This is the case for intelligence operations in relation
to both crime and corruption.

At present s 55F is the authorising provision for the CCC’'s immediate response function (these sections are to be
renumbered under the Bill). It provides:

55F Authorising the commission

(1) This section applies if the chairperson is satisfied—

(a) there are reasonable grounds to suspect a criminal organisation or a participant in a criminal
organisation has engaged in, or is planning to engage in, an incident that threatened or may
threaten public safety; and

(b) it is in the public interest for the commission to conduct a crime investigation or hold an intelligence
function hearing in response to, or to prevent, the threat to public safety.

(2) The chairperson may authorise the crime investigation or the holding of an intelligence hearing (or both)
in response to, or to prevent, the threat to public safety.
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(3) The authorisation must be in writing and identify—
(a) the incident or anticipated incident; and
(b) the criminal organisation or participant; and
(c) the purpose of the crime investigation or intelligence function hearing.

Again, as is made clear by the current CC Act, s 55F(3)(b), the authorisation must identify the criminal
organisation or participant. Whether the investigation or intelligence hearing is in relation to a participant or an
organisation, the authorisation still requires satisfaction of a reasonable suspicion of the involvement of a
criminal organisation.

For reasons to be explored further below, it is submitted that this requirement may present difficulties which
may frustrate the intended operation of this function.

Amendments to ‘criminal organisation’ definition

The definition of ‘criminal organisation’ currently in effect is to be amended under the Bill in three ways. At
present, a ‘criminal organisation’ is identified as either a group declared by a regulation to be a criminal
organisation, a group declared a criminal organisation under the Criminal Organisation Act 2009, or a group
which meets the statutory definition.

The Bill proposes to remove two of these three criteria. The CCC does not oppose this.

In repealing the Criminal Organisation Act 2009, it will no longer be possible for a group to be declared a criminal
organisation by the Supreme Court. The CCC does not oppose the repeal of this Act, and notes that no
applications were successfully brought in its seven years in force.

The Bill also proposes to remove the power to declare a group a criminal organisation. Again, the CCC does not
oppose this course, given the uncertainty about the scope of this power as raised (but not decided) in Kuczborski.?

Under the proposed amendments, then, there will be only one route to identifying a criminal organisation — the
statutory criteria to be set down in the Penalties and Sentences Act 1992. It is noted that one of the
recommendations of the Wilson Taskforce was for a unified definition of ‘criminal organisation’ which would
apply across various legislative schemes which dealt with organised crime. This was in part in response to the
different definitions across the Criminal Organisations Act 2009 and within the various pieces of legislation which
came to be known as the ‘VLAD Laws’. Unification of the various definitions is commendable, and appropriate to
avoid confusion or ambiguity.

The issue from the CCC’s perspective is not in the definition of a ‘criminal organisation’ (although some slight
changes are suggested below), but its appropriateness as the sole criterion for invoking the CCC’s jurisdiction
regarding specific intelligence operations and the immediate response function.

The amended definition seeks to address issues which arose in two recent court decisions, where ambiguity in
the existing definitions were used to ‘read down’ those provisions. The amended definition goes some substantial
way to clarifying the definition of a ‘criminal organisation’. This is important given its role in various aspects of
the criminal law, such as sentencing.

Intelligence hearings

As set out above, it is not proposed to re-state that which has been submitted previously to various bodies
charged with reviewing the state of legislation and law enforcement dealing with crime in Queensland. Those
submissions have been attached should more detail be required.

3 Kuczborski v Queensland (2014) 254 CLR 51; [2014] HCA 46.
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It is submitted that the criteria for approval of a specific intelligence operation should be broadened to allow two
routes to approval. The connection to the activities of a ‘criminal organisation’ should be retained, but a second
basis should also be made available, relying on the existing definition of ‘organised crime’ contained in the CC
Act.

Currently, Schedule 2 of the CC Act defines ‘organised crime’ to mean criminal activity that involves:

(a) indictable offences punishable on conviction by a term of imprisonment not less than 7 years; and
{b) 2 or more persons; and

(c) substantial planning and organisation or systematic and continuing activity; and

(d) a purpose to obtain profit, gain, power or influence.

Intelligence-gathering, by its very nature, proceeds from a position of limited information. In some cases it will
be known by law enforcement which entities are engaged in the particular criminal activity about which further
intelligence is sought. However, this will not always be the case.

The most obvious example is that it may be sought, through intelligence-gathering activities, to identify who the
players are in an illicit commodity marketplace {the methylamphetamine market in Southeast-Queensland, for
example). While information may be available as to some of the participants in the marketplace, the overall
structure, hierarchy, relationships between singular participants, sources and destinations of precursor
chemicals may all be meaningfully explored.

An operation authorised to explore such a marketplace would allow for these matters to be explored through
the hearings process. It would allow, for example, a ‘cook’ to be examined, to identify the various syndicates with
which he or she has worked, who their connections are, what technical processes they undertook and so an.

To require the connection to an identified criminal organisation as the only means of approval for an intelligence
operation runs the risk of putting the proverbial ‘cart before the horse’. The very nature of an intelligence
aperation may be to identify which criminal arganisations and which people within those organisations are active
within a given marketplace.

This is consistent with the Report of the Organised Crime Commission of Inquiry, Recommendation 2.1, which
considered it important that the CCCC extend the focus of its intelligence and research functions beyond outlaw
motorcycle gangs to other areas of organised crime that pose a risk to Queensland.*

The Wilson Taskforce considered that® the expanded definition of ‘participant in a criminal organisation’ it
proposed would ‘complement the CCC’s expanded powers, while appropriately harnessing the parameters of
what it means to be a participant’. While it is true that the definition of ‘participant’ is arguably broader than
under the existing definition, the continued need for the connection to an identified criminal organisation does
little, with respect, to assist the CCC to take its focus beyond the highly visible, easily identified criminal
organisations targeted so far {OMCGs, and cold-call investment fraud syndicates, which are underpinned by
actual corporate entities).

As has been submitted elsewhere, other entities with a similar intelligence-gathering function (including holding
hearings) such as the Australian Criminal Intelligence Commission (ACIC) (formerly the Australian Crime
Commission) are not so constrained. Their intelligence-gathering powers are widely drawn, allowing significant
scope to proactively seek intelligence.

* hitp://www.organisedcrimeinquiry.qld.gov.au/ data/assets/pdf file/0017/935/Q0CCI15287-ORGANISED-CRIME-
INQUIRY Final Report.pdf, p 10
S Taskforce on Organised Crime Legislation Report, p343
http://www.justice.qld.gov.au/ datafassets/pdf file/0017/463022/report-of-the-taskforce-on-organised-crime-legislation.pdf
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For example ACIC determinations are broad enough to allow the ACIC to focus investigative or intelligence
hearings on organised crime groups, offence types, illicit commodity types as well as organised crime themes,
such as organised crime in the transport sector.

It is submitted that the proposed amendment would substantially assist the CCC to meaningfully gather
intelligence in an appropriate, flexible and responsive manner.

It is submitted that, in requiring approval of the CRC, appropriate safeguards are in place to ensure that the
intelligence gathering activities under CC Act, s 55A are sufficiently constrained. It is submitted that any
amendment could draw on the existing statutory framework for ‘general referrals’ to ensure that such operations
were appropriately defined. A general referral (CC Act, s27(5)) must identify the major crime to be investigated,
and either the persons involved, or suspected of being involved, or the activities constituting, or suspected of
constituting the major crime.

An intelligence referral into an aspect of ‘organised crime’ (which already carries with it certain matters of which
the CRC would need to be satisfied) could be similarly constrained, and require articulation of the activities
constituting the organised crime, the geographical region in which the organised crime is to be investigated,
and/or the persons suspected of participating in the organised crime. In approving such an operation, the
committee would need to be satisfied that authorising the operation was in the public interest, perhaps having
regard to the likely impact of the criminal activity on the safety, welfare or order of the community, or members
of the community.

Any such operation would, by necessity, need to be drawn in sufficiently specific terms, and identified with
sufficient precision, to allow for those statutory factors to be meaningfully considered by the committee.

Such an amendment would appropriately balance the need to ensure proper safeguards relating to the use of
the powers with the need for intelligence gathering to be responsive, agile and flexible, and capable of addressing
the changing dynamics of organised crime.

Immediate response function

Again it is submitted that constraining the immediate response function by the need for identification of a
criminal organisation may be a matter of putting the cart before the horse.

The immediate response function gives the CCC the power to respond rapidly to an actual or anticipated threat
to public safety. The provision was introduced in response to the now infamous Broadbeach riot.® However, the
most obvious application of the immediate response function in the present context is, regrettably, a terrorist
attack. It is in that context that the present submission is framed, but the comments apply equally to any public
safety incident, whether terrorist-related or not.

Given the current legislative climate, a public confrontation involving a large number of OMCG members in
colours seems unlikely. Thus question of identification of the criminal organisation involved in a public safety
incident may not be readily answerable.

In recent times there has been a spate of ‘lone wolf” attacks. We have seen such activities in France, Germany
and the United States. In each case, one of the earliest questions asked is ‘is this a terrorist attack’? Questions
which closely follow include ‘was this one person acting alone, or are there other attackers out there?, ‘was this
person connected to a terrorist organisation?’, and ‘are there likely to be more attacks, or are there other devices
already in place?’ These are all critical pieces of information, sought at a time when such information may be
crucial for law enforcement to know to prevent further harm.

The above example highlights how problematic the need for a connection to a ‘criminal organisation’ is for the
effective utilisation of these powers in such a scenario.

¢ The incident on 27 September 2013 in which a large number of members and associates of the Bandidos MC engaged in a very public
fight with associates of the Finks MC, and then a public standoff with police.
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Immediate Response

The Immediate Response Function, provided for in Division 2B, enables the CCC to respond rapidly to a matter
which jeopardises public safety. The chief means by which this is to be done is through the use of the CCC’s
coercive hearings powers (noting that this is the only area in which there is a marked difference in the CCC’s
powers). These provisions were introduced to allow the CCC to convene hearings rapidly in relation to an
incident, or anticipated incident, which posed a threat to public safety.

Under s 82 of the CC Act, the Chairperson can issue a notice requiring attendance of a witness at a hearing. By
implication, such notice must provide reasonable time for compliance, and cannot require immediate attendance
at a CCC hearing. This is because s85 governs the process by which authorisation must be obtained from the
Supreme Court for permission to issue a notice requiring immediate attendance. By contrast, for an operation
authorised under (at present) s55F, the Chairperson may issue an immediate attendance notice without
permission of the Supreme Court. This clearly recognises the need for a timely response to the incident or
threatened incident.

The commission notes that the capacity to require immediate attendance of a witness may provide substantial
opportunity for a rapid response to an incident in its immediate aftermath or, better still, some scope for
disruption or prevention of planned or anticipated activity.

Legal Requirements

Under the existing legislative regime the Chairperson must be satisfied that there are reasonable grounds to
suspect that a criminal organisation or a participant in a criminal organisation has engaged in, or is planning to
engage in, an incident that threatened or may threaten public safety. Under the proposed amendments it is the
CRC (rather than the Chairperson) which is required to be satisfied of those same criteria. That is, in each case,
the decision-maker must be satisfied that there are reasonable grounds to suspect the incident is connected to
a criminal organisation.

A terrorist group such as Islamic State (IS) may, in some circumstances, meet the definition of a criminal
organisation. This is consequent on establishing that the group, or a part of it, plans to, or does, undertake certain
criminal activity within Queensland. A group such as IS relies both on structured groups which undertake
organised activity on its behalf (for example the co-ordinated attacks in Paris in 2015), but also on ‘weaponising’
vulnerable individuals to undertake ‘lone wolf’ attacks on its behalf (such as the attack in Nice in 2016).

In the course of an investigation into such a public safety event, it is often the case that it is not until the
investigation is well advanced that the question of firm links to a terrorist group can be confidently answered.
The Lindt café attack in Sydney in December 2014 was an example — an individual who was not, himself, a part
of a terrorist group, but who pledged allegiance to that organisation when undertaking the attack. This may be
sufficient to identify the individual as a participant, but the fact that this is one of the questions remaining for
determination in the inquest demonstrates how difficult this task can be.”

It is arguable that an authorisation could be made on the basis that, in such a situation, it is logical to suspect
that a person who undertakes such activity may be involved in a criminal organisation. Certainly in a number of
those situations referred to above, it has been discovered that the person in question had at least some
connection to a terrorist group. However, it is submitted that it would be legally questionable at best to proceed
on such an assumption. it could be reasoned that, because terrorist attacks (or matters which may turn out to
be terrorist attacks) are generally conducted by those connected with terrorist groups, the committee may be
satisfied that there are reasonable grounds to suspect that the activity was conducted by a criminal organisation
or a participant in a criminal organisation. One of the matters for investigation, then, is whether this suspicion
was substantiated. it is submitted that this may not be the most legally sound approach.

7 Query whether, for example, displaying an ‘Islamic-type flag’, or making a claim during an attack that it was done on behalf of IS, despite
there being no prior connection with the group, would identify the person as ‘belonging to’, rather than simply ‘supporting’ that
organisation?
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It would be gravely unfortunate if, in a situation where such an attack were mounted (or anticipated), the
legislative scheme intended to give law enforcement the capacity to rapidly respond to acquire critical
information was unable to be put into effect due to the lack of that very information. It is submitted that, for this
reason, the requirement for the connection to a ‘criminal organisation’ should be removed.

Clause 38, proposed CC Act, s 55E(2)

The CCC notes the introduction of two important safeguards surrounding these powers, not present in the
current form of the Act. The CCC supports these safeguards with one qualification.

Firstly that the CRC, which is constituted, not just by persons involved in law enforcement, but also community
representatives, approve any such authorisations.

The second safeguard is to introduce a requirement (s55€{2)) that one of the public interest factors which the
committee must consider is the likely effectiveness of an investigation into criminal activity or corruption without
the use of powers available to the CCC under this division. Two matters should be observed in relation to this.
First, it is assumed that the reference to the likely effectiveness of an investigation into corruption without the
use of powers under this division is intended to ensure that all possible CCC threat responses are taken into
account before an immediate response is authorised. It is difficult, however, to conceive what type of threat to
public safety may otherwise be more appropriately or practicably explored as an investigation into corruption.
In this respect, the CCC notes that, whereas the existing s55F provides for the authorisation of a ‘crime
investigation’ or ‘intelligence function hearing’, the proposed amendment simply provides for authorisation to
‘undertake an investigation’ and ‘conduct a hearing’ in relation to the incident. It is submitted that the shift from
a ‘crime investigation’ or ‘intelligence function hearing’ to simply ‘an investigation’ or ‘a hearing’ is a sensible
amendment. In such circumstances, though, it is difficult to conceive what utility there is in considering whether
a corruption investigation may be appropriate.

Secondly, the requirement that the CRC have regard to the effectiveness of an investigation into criminal activity
or corruption without the use of powers available to the CCC under this division. It is submitted that this caveat
could be better expressed. There are no powers under this division which are unique. Once an authorisation
under s55D (presently s55F) is granted, the Chairperson can issue a notice to a witness requiring immediate
attendance to give evidence at a hearing [s82(7), to be renumbered 82(6)] without the approval of a Supreme
Court judge, as would otherwise be necessary. However that is not a separate power under the division in which
s55E is contained. This could be clarified, perhaps with words to the effect “by an investigation under s27” or “by
aninvestigation under Ch 2, Pt 2”. It is inferred that what is intended is for the CRC to turn its attention specifically
to whether the immediacy of response available under this division is necessary.

Subject to the reservations above, the CCC otherwise supports these amendments.

Clauses 42 - 44 and new CC Act, ss 85A, 88A-C and amended s 91

The CCC supports the proposed introduction of ss 85A, 88A, 88B, 88C and amended s 91 to improve CC Act search
warrant powers to access and read information stored electronically. It is appropriate that these powers align
with equivalent powers available to the Queensland Police Service under the Police Powers and Responsibilities
Act 2000 (including amendments proposed by the Bill).

In particular the CCC considers that the proposed ss 88A (order for access information in a search warrant) and
88B (order for access information after storage device has been seized) will be able to be effectively enforced
having regard to clause 75 which proposes to insert into the Criminal Code the following offence:

205A Contravening order about information necessary to access information stored electronically

A person who contravenes—

{(a) an order made under the Police Powers and Responsibilities Act 2000, section 154(1) or (2) or
154A(2); or
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(b) an order made under the Crime and Corruption Act 2001, section 88A(1) or (2) or 888(2);
commits a crime.
Maximum penalty—5 years imprisonment.

The proposed Criminal Code, s 205A has been drafted to ensure that the penalty applies to a breach of an order
contained in a search warrant and also a breach of a subsequent order of the court.

The CCC welcomes these long sought amendments.
Clauses 46 and 47 and CC Act, ss 185 and 190

The CCC does not support in-principle the proposed removal of the current ss 185(3A) and (10) and ss 190(4) and
(5). The CCC reiterates its submission to the Taskforce into Organised Crime Legislation (August 2015) which
supported the retention of provisions removing claims of reasonable excuse founded on fear of retribution to
persons or property. The CCC considers that the current provisions effectively address the issues targeted and
promote the public interest in a timely way.

In their current form these clauses apply not only to actual members of, or participants in criminal organisations,
but to a hearing in relation to a criminal organisation. Thus they capture anyone being asked about someone in
a criminal organisation.

If the proposed amendment is enacted it is likely that most refusals to produce or answer at a relevant CCC
hearing on grounds of fear of retribution would ultimately be determined by the courts having regard to various
public interest considerations. The Taskforce on Organised Crime Legislation Report acknowledged the very high
threshold required in order to successfully raise reasonable excuse on the basis of fear of retribution. The Report
did not, however, reveal any body of case law demonstrating the success of claims made on this ground. The CCC
understands that the amendment is not intended to give any stronger ground for a viable claim of reasonable
excuse founded on fear of retribution than existed before the current laws were introduced. The CCC would
welcome an explanatory note being included in this regard.

If enacted the operation of the amendment could be reviewed to determine whether any reasonable excuse
claims on grounds of retribution have been efficacious or merely resulted in unnecessary delay to the CCC in
promoting the public interest in a timely way.

Clause 48 and CC Act, s 199(8C)(e)

The provisions regarding the punishment regime for contempt of the CCC have been substantially altered. The
CCC generally supports these amendments. In particular the CCC supports the efforts to address the legal issues
which arose from the decision of the Queensland Court of Appeal in Witness JA v Scott.®

The proposed CC Act, s 199(8C)(e) provides:

(e) the failure by a person of a type mentioned in subsection (8A) that constitutes the person’s second
contempt, or third or subsequent contempt, may be the same failure by the person of a type
mentioned in_subsection (8A) that constituted the person’s first contempt or other preceding
contempt.

It is submitted that the language in the underlined passage may be insufficiently clear to fully address some
matters raised in the Witness JA litigation.

82015 [QCA] 285
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Witness JA

The facts in Witness JA are somewhat unique. Aspects of them are unlikely to be repeated, given when the events
took place chronologically.

Witness JA gave evidence in relation to a homicide investigation, in May 2013 (prior to October 2013 when the
current contempt punishment provisions were introduced). He was asked a question to the effect of “where is
the money?” which he refused to answer. He was sentenced on the basis that he would not purge his contempt
to a specified term of imprisonment. He was recalled to a hearing in September 2014, when the current regime
was in place, under the authority of the same attendance notice which had compelled his previous attendance.
He was asked the same question, regarding the location of the money. Again he refused to answer the question,
and proceedings were brought for a ‘second contempt’.

At first instance it was argued on his behalf that, given that he was originally punished under the previous regime,
and sentenced on the basis that his contempt would never be remedied, the subsequent proceedings amounted
to an attempt to controvert the original decision. it was also argued that the legislative provisions contravened
the prohibition on ‘double punishment’. Third it was argued that, as the first contempt pre-dated the October
2013 reforms, he was not captured by that regime, and any contempt thereafter should be regarded as a ‘first
contempt’. It was expressly not argued that the subsequent proceedings were an abuse of process. Byrne SJIA
dismissed these arguments, holding that it was a ‘second contempt’, and sentenced the witness to a mandatory
2 ¥ years’ imprisonment.®

On appeal, a number of further arguments were made, some of which turned on the drafting of the particular
provisions, and some of which turned on the particular timing of the matters in question. The arguments centred
around whether there was a different hearing from that in which the first contempt was committed, whether
the provisions were unconstitutional because they mandated a sentence and because they adopted the Supreme
Court’s processes for dealing with contempt, and whether the provisions amounted to an abuse of process. The
court upheld these arguments on appeal (except for the constitutional argument).

The Court of Appeal held that, as the witness had been punished on the basis that he, by his contempt, would
deprive the CCC for all time of that information, the further proceedings were an abuse of process. The Court
also considered (although it was unnecessary to decide) that, as the previous contempt was dealt with under a
regime that contemplated only a single act of contempt, it was outside the ambit of the legislative provisions to
treat this as a ‘second contempt’. Finally, the court considered that the drafting of the provisions led to ambiguity
as to whether a subsequent contempt required a different hearing. That must be resolved in favour of the
witness.

Statutory correction of Witness JA issues

As set out above, the amendments to s 199 are directed (in addition to those dealing with the sentencing regime)
to addressing the matters considered in Witness JA. By and large this has been achieved.

However, the amendment underlined above in s 199(8C)(e) may still be problematic. It is inferred that the
intention was to make clear that a subsequent contempt could be committed by a repetition of the same conduct
which constituted the first. Whether that be a refusal to answer a question, a refusal to produce a document as
required, or a refusal to be sworn when directed, a repetition to do that on a subsequent occasion would amount
to a second, third or subsequent contempt.

In describing that as ‘the same failure’, it is submitted that ambiguity arises about whether the conduct which is
punished is the failure or refusal to comply with a statutory obligation in each case or, as was ventilated in
Witness JA, a failure to provide information. It is arguable that ‘the same failure’ may be regarded as a
continuation of the initial failure, rather than a further failure. In that case, the provision may be regarded as bad
for breaching the rule against double punishment.

9 Scott v Witness JA {2014] QSC 048

Serious and Organised Crime Legislation Amendment Bill 2016: submission by the Crime and Corruption Commission 11



It is submitted that, in those circumstances, further clarification of this issue may be beneficial.

Related to this is the confusing interchangeability of language in respect of the various provisions that underpin
the statutory offences and contempt provisions in the Act. While the heading of s183, for example, is ‘refusal to
be sworn’, the actual offence is characterised by a ‘failure to take an oath when required’. While a failure might
indicate a refusal, arguably one is a positive act and the other is a passive omission. Equally in s190, a person
must answer a question unless they have a reasonable excuse. There the gravamen of the conduct is a failure to
answer the question, although the section heading is ‘refusal to answer question’. Section 190(4) (which is to be
repealed in any event) refers to a reasonable excuse to ‘fail to answer a question’. Section 198(4) specifies certain
statutory provisions, contravention of which would be an offence, which is also contempt. These provisions are
all characterised as ‘failure’ provisions, even though the title of each section is actually described as a ‘refusal’.

Consideration could be given to amending these various provisions for the sake of uniformity. This has not been
addressed in previous submissions regarding amendments to the Act as it is the proposed amendment to
$199(8C)(e) which has highlighted this problem.

Clause 49, Removal of CC Act, s 201(1A)

The CCC notes the proposal to give relevant evidence obtained at an intelligence function hearing to a defendant
or their lawyer unless a court considers it would be unfair to a person or contrary to the public interest to do so.
The proposed amendment goes against the CCC’s submission to the Wilson Taskforce. If enacted the CCC
recommends the operation of the amendment be reviewed to determine whether any use of the evidence
disclosed to the defendant or their lawyer was unfair to any person or contrary to the public interest.

Clause 50, CC Act, s 205(1)(a) and (1)(b)

The CCC notes the proposal to extend the scope of legal assistance to persons appearing before a CCC coercive
hearing. The proposed amendment goes against the CCC’s submission to the Wilson Taskforce.

However, the full scope and extent of the proposed amendment to s 205 is not clear in light of the heading (Legal
assistance for crime investigations).

The CCC requests clarification whether or not the amendments relate to the crime and intelligence function
hearings only or are intended to have application for all persons required to attend CCC hearings.

The Taskforce on Organised Crime Legislation Report concluded that the ability to apply for financial assistance
for legal representation should be extended to all persons appearing before the CCC in a coercive hearing. The
Explanatory Notes to the Bill indicate that s 205(1)(a) and (1)(b) are to be broadened to provide that the section
applies to all evidence obtained by the CCC at a commission hearing. Further, that subsection (1A} will be
repealed to ensure that crime investigations authorised under s 55F are no longer excluded from the ambit of
the section.

The CCC strongly opposes the inclusion of the immediate response function hearings within the ambit of s205.
The CCC does not object to witnesses in an immediate response function hearing, who have been compelled
under an immediate attendance notice, having legal representation, as is their entitlement under s182. However,
the process for approving funding for legal representatives under s205 (even with the proposed delegation of
the function) will take time. It is conceivable that hearings under this Division may take place other than on
business days, and outside business hours.

The CCC’s experience is that many legal representatives will not appear on a speculative basis in the hope that a
funding application is approved. Hearings are routinely adjourned to allow for such applications to be processed.
While the presiding officer may approve or refuse an adjournment depending on the circumstances, it may
frustrate the intended immediacy of the response function if proceedings were delayed because of such
adjournment, or wound up ‘bogged down’ in litigation over whether such a refusal was reasonable. Such delay
is entirely inconsistent with the proper performance of the immediate response function.
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The Bill does not contain any provision amending the current heading for s 205 (Legal assistance for crime
investigations). Despite this, a cogent argument might be successfully made that the proposed amendment
extends the scope of the subsection to include not only applications for financial assistance in response to
attendance notices for crime investigations and intelligence function hearings but also in response to notices
requiring attendance at corruption investigation hearings and witness protection function hearings to establish
reasonable excuse or claims of privilege.

The CCC would welcome clarification in this regard as ultimately the cost of any financial assistance for
impecunious persons must be met by the CCC (s 205(5)).

Part 19 of the Bill — Amendment of Penalties and Sentences Act 1992 —
Part 9D Serious and Organised Crime

Clause 279 inserts Part 9D (Serious and organised crime) into the Penalties and Sentences Act 1992 (PS Act).

Definitions

Key features of these provisions include the definitions for a ‘criminal organisation” under proposed s 1610 and
a ‘participant’ in criminal organisation, under proposed 161P. Other related definitions which may be found in
the proposed 161N include: ‘honorary member’ of an organisation, ‘office holder’ of an organisation,
‘prospective member’ of an organisation, and ‘serious criminal activity'.

Some of these definitions apparently draw upon established concepts associated with historical Outlaw Motor
Cycle Gang (OMCG) organisational models. While the CCC acknowledges the Bill’s efforts toward addressing the
continuing adaptation of the operations of criminal organisations, there is scope for these terms to be further
broadened in order to be effective.

For example, the scope of sub-paragraph (c) for the definition of ‘office holder’ in 161N could be broadened in
the following way:

“(c) a person who is or appears to be in control of all or a substantial part of the activities of
the organisation”

The example given for subparagraph (d) of the definition of ‘office holder’ has been drafted in a way intended to
extend beyond organisational models based on established OMCG concepts. The CCC welcomes the use of
examples demonstrating that the scope of application extends to the operations of child exploitation websites,
cold-call investment fraud operations and other organisational structures which may be less hierarchical and
more flexible than traditional OMCG models.

The definition of ‘serious criminal activity’, has been simplified from the existing definition of the same phrase in
the Criminal Organisation Act 2009 and now only applies to conduct constituting an indictable offence punishable
by at least seven years imprisonment. Presently, the definition incorporates a reference to indictable offences
punishable by at least seven years imprisonment plus a series of offences set out in schedule 1 of that Act (many
of those offences, were less than seven year offences). Of course the introduction into the PS Act of a serious
organised crime circumstance of aggravation (161Q) and the associated sentencing of offenders to terms of
imprisonment imposed (under 161R) may resolve any concerns that the scope of the definition of ‘serious
criminal activity’ might have been diminished by this change. If enacted, the operation of these provisions may
be an appropriate area for future review to determine whether there has been any unintended consequences.

PS Act, new 1610

in regard to the definition of ‘criminal organisation” under proposed 1610 it is noted that subparagraphs (a) and
(b) retain an identical form to the previous provisions.
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Note also the above submissions that the existence of a criminal organisation is critical to the CCC’s specific
intelligence operations jurisdiction. Before a specific intelligence operation can be authorised under the CC Act,
the existence of an identified or identifiable criminal organisation is required. Accordingly, if the suggested
amendments to the process for authorisation of intelligence operations and the immediate response functions
are not to be adopted, then the CCC considers that the definition could benefit from some greater flexibility.

So far as the drafting is concerned, we suggest that subparagraph 1610(1)(b) be amended to read:

‘...who, by their association, represent a threat to the safety, welfare, or order of the
community...”

The CCC considers that a reduction of the threshold from ‘unacceptable risk’ to ‘threat’ could be justified in
subparagraph (b) given that the gravity of the conduct has already been addressed in subparagraph 1(a) and, we
infer, that the object of subparagraph (1)(b) is merely to criminalise the association. It is also consistent with the
use of the word ‘threat’ in the existing CC Act, s 55F which is to be retained in the proposed new 55D.

Further, we also suggest that the phrase could be broadened by including a reference to the safety, welfare
and order of the community or members of the community.

The CCC has no particular concerns with subparagraph (2) in the definition.

PS Act, new s 161P

In relation to the definition of ‘participant’ in 161P, the CCC recommends that the section be framed in the
following way:

1. apersonis a participant in a criminal organisation if -

(a) the person is a member of a criminal organisation; or

(b) the person is an office holder of the organisation; or

(c) the person identifies himself or herself in any way as belonging to the organisation; or

(d) the person’s conduct in relation to the organisation would reasonably lead someone else to
consider the person to be a participant in the organisation; or

(e) the person’s conduct knowingly furthers, directly or indirectly, the serious criminal activity
that the organisation has as one or more of its purposes.

2. We recommend that the following be included in the definitions section (161N):
member includes:

(a) a person who has been accepted as a member of the organisation and has not ceased to
be a member of the organisation; or

(b) the person is an honorary member of the association; or
(c) the person is a prospective member of the organisation.

Finally, the CCC considers that for its powers to be most effective the current requirement (1610) that a group
comprise 3 or more persons should be amended to include a group of 2 or more persons. This is justifiable for
the following reasons:

e [tis necessary to rely on the criminal organisation definition to have an urgent intelligence hearing
response to an imminent terrorism situation under s.55F. Reducing the threshold to 2 persons would
be beneficial in circumstances where terrorism intelligence indicates that lone wolf or small groups
are the more likely scenarios;

e any conspiracy only requires at least 2 persons to be involved; and

e is consistent with the current definition of ‘organised crime’ in Schedule 2 of the CC Act which includes
the element of criminal activity involving, among other things, 2 or more persons.
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Other Parts of the Bill

Subject to the matters expressed below, the CCC does not intend to make any comment in regard to
amendments to other legislation proposed by the Bill.

Information sharing arrangements

The Bill proposes that the heads of certain agencies will be able to enter into an information sharing arrangement
with relevant agencies to allow for the exchange and disclosure of information among them despite another Act
or law.

The CCC does not support this proposal in so far as it would allow the parties to the information sharing
arrangement to share confidential CCC information despite the CCC having imposed strict conditions limiting the
use of the information in question. The effective loss of the existing power to place conditions upon the further
dissemination of confidential information could result in an agency unknowingly releasing information which is
relevant to a current CCC investigation. This could seriously compromise CCC investigations (including
cooperative investigations) and its monitoring of complaints being dealt with by other public officials. The
proposal, if enacted, would likely result in a substantial reduction in the CCC sharing its confidential information
because it would no longer be able to apply appropriate risk management controls over the use of information
for specific purposes.

The relevant parts of the Bill are:

e  Part 25 — Amendment of Racing Integrity Act 2016, Clause 348 (insert a new s 98A)

e Part 26 — Amendment of Second-hand Dealers and Pawnbrokers Act 2003, Clause 373 (insert s 111)
e Part 27 — Amendment of Security Providers Act 1993, Clause 391 (replace s 48)

e Part 30 — Amendment of Tattoo Parlours Act 2013, Clause 440 (replace s 61)

e Part 31 — Amendment of Tow Truck Act 1973, Clause 464 (replace s 36B)

For example, Bill clause 348 proposes to insert a new s 98A into the Racing Integrity Act 2016. If enacted, s 98A
would allow the Queensland Racing Integrity Commission (QRIC) to enter into an information sharing
arrangement with a relevant agency allowing for the exchange and disclosure of information among them despite
another Act or law.

A relevant agency is defined to mean the Police Commissioner, the chief executive of a department, a local
government, or a person prescribed by regulation. The CCC does not support the potential unilateral sharing of
its confidential information provided to the Police Commissioner, the chief executive of a department, a local
government, or another person on the express or implied understanding or condition that the information is
confidential or is only to be used for purposes related to the CC Act.

With respect any person or other entity which proposes to enter an information sharing agreement must be
required to obtain the written consent of the CCC before sharing confidential CCC information which has not
otherwise been made available as intelligence under s 55(2) of the CC Act.

Conclusion

Subject to the matters expressed above the CCC generally supports the amendments proposed by the Serious
and Organised Crime Legislation Amendment Bill 2016 which have been specifically discussed by this submission.
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Attachments

Submission to the PCCC review of the Crime and Corruption Commission (p19 — 20,
28-30,37-39)

* A higher reporting threshold for public sector agencies who are now only required to notify the CCC
when they reasonably suspect that a matter mvohves of may involve cormupt condect. This diffec
from the previous threshoid where public officials notified the CMC when they had » mere
suspicion of official misconduct.

s Arequiremaent for compiaints 1o the CCC to ba made by way of » statutory declaration. The OCC can
apply an exemption n exceptional Circumstances.

* A requirement for public officials to prepare (and to consuit with the Chairman of the CCC on) a
policy about how 10 deal with complaints about themselves.

* A reguirement for the CCC to focus its corruption function on more serous cases of senous conduct
and cases of systemsc cormupt conduct within a unit of public administration.

*  The re-instatement of the requirement for the Minister to consult with the Parfiamentary Crime and
Corruption Commsttee {PCCC) before namenating a parson for a role on the Commnon. The PCCC
may velD appoIntIments

* A proviuon for the Farliamentary CTime and COMUPNOn COMMISHONEr 1D COMMENCE OWn-Mmotion
mvestigations mto the CCC.

Legisiatve provision for disopinary action against CCC officers.
A broades and lower threshoid for notifying the PCCC of impropes conduct by COC officers.

Other changes to structure and appointments

in August 2014, amendments were made 10 the appontment process for Commissionars, to requice
bipartsan yappont of the pariamentary committee for NOMINATON to the pasition of a Commissones,
other than the Chief Executive Officer. Further, a3 a result of the amendments. only the Chief Exscutve
Officer’s appositment 3 subect to veto by the parfiamentary committes. Amendments 1o the CC Act in
May 2015 mitroduced an entitiernent for the CCC Chawrman to & judicial pension simiar 10 pensions pasd
10 judges under the judges (Pensions ond Long Leawe) Act 1957

Amendments to respond to Outlaw Motor Cycle Gangs

in Seprember 2013, an incident of violence involving outlaw motor cycle gangs (OMCGs] occurred on the

Gold Coast, resulting i 2 broad law enforcemant and government response. Amandments to the CCC's

legisiation were anacted in October 2013 1o increase its powers in the conten of OMOG activity. These

induded:

a  Providing for the CCC to hold private hearings to gather intelligence regarding criminal activity by
crwmenal organisations or assoGated moconduct by publsc officials [pecfic ntefigence operations
hearings under 5. 554 are discussed in more detail at p. 33}

*  Prowdng for the CCC to have an emmediata response function relating 1o a arminal organsation
engaging m an modent that threatened public safety or an antapated modent that may threaten
public safety through the wsue of notices requanng witnesses to attend immediately at 2 private
haaring

«  Removing the ability of crimenal organisation participants to (laem a reasonable excuse %o refuse
1o be sworm or 10 Inswes @ quesTion on the basis of a fear of retribution to themselves or others.

*  Increasing penalties for contempt at a haaring by refusing to anawer a question. For a first offence
the wilness must be mprisoned for the term decided by the courty. However, for 2 second offeace
WHNESSes MUST Serve 3 MMUmM two years and six monthy’ imprisonment and, for a therd or
subzequent oMence, 2 mevimum of five yeary’ smprsonment

s Under this legisistion persons served with 2 notice to attend & ciminal mteligence hearng are not
eipbie 1o seek financal asso@NCE oM the ATlomney -General for legal representalion.

SUBMEDON TO THE FCCT REVIEW OF Thll CHikiE AND CORMUSFTION CDMMEI0N is
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in November 2013, further amendments were made to the CM Act to eahance the CMC's abiity to

s Providing that 2 “participant” in 2 criminal organisation includes 3 person who was 3 partcipant a
any time in the previous two years.

= clarifying an existing legislative provisson that the CMC may continue to investigate the affams of a
person, induding by calling the person to a hearing, when that person has been charged with a
criminal offence.

*  |ncreasing statutory penaities for non-compliance by witnessas at hearings with requirements ta
attend, take an cath, produce documents or give answers.

*  Maintaining confidentiality of material filed in the Supreme Court in contemnpt and other hearings-
related proceedings.

All amendments undertaken in response to OMCG's are currently the subject of review by the

Queensiand Organised Crime Commission of inquiry.

Comment on the current legislation

As a result of our changing operations, and our experience over the last year in observing the impacts of
the legisiative reforms referred above, we have identified some challenges which impact on gur
corporate governance model and crime, corruption and research functions. These chalienges are
addressed in the following chapters.

SUBMISSION TO THE PCLC REVIEW OF THE CUME AND CORRUFTION COMMISTION
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Major crime

Our functions and powers

One of our primary functions is to combat and reduce the inodence of major crime. Major crime, as
described in Schedule 2 of the CC Act, is defined as:
{a) criminai activity that involves an indictable offence punishabie on conviction by a term of
imprisonment not less than 14 years; or
(b] criminal pasdophiia; or
(€} organised crime; or
(d} terrorsm; or
{e) something that s—
(i} preparatory to the Commission of criminal paedophilia, organised crime or terrorism; or
(ii} undertaken to avoid detection of, or prosecution for, criminal paedophilia, organised crime or
terrorism.
The CCC aiso has a prevention function of helping to prevent major crime (section 23).
The CC Act gives the CCC investigative powers, primarily coercive haarings powers, that are not availabie
to the OPS. The scope of our activities is limited to referred major crime *” As the agency is not funded
or resourced as a police service, our sffectiveness depands on its partnerships with the OPS and other
law enforcement agencies, its specialist multidisciplinary approach to investigations, and the focused
use of its special powers.

Referral process

How crime matters are referred to us
A statutory committee, as the Crime Reference Committee (CRC), considers all referrals of work to us
and provides independent oversight of our use of powers and cime operations.

The referral process involves specific referrals of particular incidents of major crime and a system of

general referrals that enables us to investigate general areas of major crime. The referral system allows
us 10 both mvestigate matters identified through our own intelligence target development, or suppon
Section 304 of the CC Act requires the CRC to review 2ach general referral within five years of it being
made or last confirmed. The CRC has reviewed and or reconsidered all of the CCC's general referrals in
2015. As a consequence of this review the CRC has reduced the number of general referrals from eight
to five™. The CRC has made the following general referrals to the cccC.

& Terorsm

& Organised crime

19 Major crime refers tn crimi ity ETvoling an . Dy 8 term of imprisonment of nat e than
umtmmwmrmuwm*mmupdumnu
Crime Reference Commethee (o the CCC for investigation.

20 The CCC'S privious gEaersl refersl SONEME WS MESE U Of § pENEral rEferrss @vering termedsm, orpanies! cime.

= FUBMIZIION TD THE ACIC REVEEW OF THE CRINE AND CORRUFTION COARMNLTION
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®  Osganised crime (faciitators)

*  Crimmal paedophifia

*  Serious crime (vulnerable victims)

It is proposad that the CRC consider a new general referral into senous crime (serial and significant
sexual offending) &t its next meeting.

Key areas of activity
Owr major crame function covers the followmng areas of activity:

Crganised crime
Serious crime

i

«  Major crime prevention

Organised crime
in combating organised crime, we focus on investigations calculated to dsmantie or disrupt the
activities of criminal identities and networks engaged in the criminal markets of greatest harm 1o
Queensianders.

OQur strategies include the use of multi-disciplinary teams comprising police officers, financal
investizators, legal officers, intelligence analysts and administrative staff. investigations are also

confiscation of proceeds of crame.

Most of our organised crime investigations are conducted in partnership with other State and
Commonweaith law enforcement agencies, and, on occasion, with international agencies.

investigative and proceeds of crime approaches or lateral disruption strategies where appropriate.

Serious crime

A substantial portion of our work is conducted in support of nvestigations referred from partner

our coercive hearings power. The investigations can relate to any category of major crime, but are
most often employed for serious crime such as murder, drug trafficking and weapons offences.
These extarnally requested mvestigations necessarily antail the engagement of our legal and
administrative staff, with some intelligence support, bat do not typically invalve other disciplines.

SUBMISSION TO THE PCCC REVEEW OF THE CRIME AND CORRUPTION COMMISINON

supported by our staff with specialist capability in relation to coercive hearings, physical surveillance,

Our objective is to dismantle or disrupt organised-crime networks and prevent cime, using tradibonal

We receive requests for assistance through the use of sur coercive hearings powers, and in particular
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Intelligence hearings

Following legisative changes that wers enacted in October 2013, we also conduct intelfigence hearings.
Smce the introduction of the power, we have undertaken extensive intailigence hearings to buid a
comprehensive picture of OMCG activity in Queensiand.

The mteliigence hearmgs power i currentty limited to “cnminal organoabons” as defined n the ¢C A
(8. 55A-C CC Act). The CCC recommends that the government give consideration to broadening the
definition of criminal organisations to aliow the gathering of 3 more comprahensive understanding of
organised crime m Queensiand beyond OMCGs

Paedophilia
criminal pasdophifia s a diverse and target-nch environment. Our Cerberus unit comprises experienced
police investigators, forensic computing axperts and an intefligence analyst The unit targets high-level
chiid expiontation matenial offences such as those that involve sophisticated encryption or methodology
and child expioitation matters where children are at risk of contact offending. The unit works closely
with QP5's Task Force Argos and its regional Child Protection investigation Units, the Offices of the
Commaonwealth and Queensiand Office of the Director of Public Prosecutions {ODPP), and interstate and
nternational iaw enforcement agencies it dissemmates information uncovered by owr investigations to
other jurndictions woridwide to identify chitd victims a3 well as identify offenders i advance of any
contact offending with children.

To protect children from harm by pasdophites, our sfforts are dscted to°

¢ proactively examining vanous platforms and software

s priortising mvestigations and talong action in cases that involve a risk of contact offending

®  using covert investigative strategies where appropriate to build strong briefs of evidence

®  using its coercive hearings powers eithes 1o progress its own investgations of 1D SUpport OPS
investigations.

we focus wherever passible on offenders based in Queensiand who are engaging i aggravated

networking offences {a Commonweaith offence) This offence attracts a higher penaity (25 years’
imprisonment under Commonwealth legistation introduced in 2010} and is sagnificantly more resource-
ntensive, requairing a substantial degree of forensic analyss from the begimning of the mvestigation

Terrorism

Our role in Werrorism investigation i one of rapid response capability, primacily in the form of hearings
support.

1t remaing the case that any CCC investigation of terrorism, acts preparatory to the commission of
terrorism or acts undertaken to avoid detection of or prosecution for terrorism, occur on receipt of a
request from the Qps.

Proceeds of crime

Our proceeds of crime activity enables the recovery of llegal gains and other property from criminals for
the benefit of the people of Queensiand.

The CC Act provides that the CCC has a confiscation function that facitates our investigation of
confiscation-related activity for the enforcement of the rimino! Aroceeds Confiacation Act 2002 (CPCA).

Under the CPCA the CCC has responsibifity for the non-conviction based scheme (Chapter 2) and the
Serious Drug Offender Confiscation Order schema [Chapter 24), which is 3 conviction-based scheme.

L] SUBMITTION TO TheE MOCE BEVIEW OF THE ORME AND CORRUFTION COMBATTION
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Sex offenders: Review of the Child Protection {Offender Prohibition Order) Act 2008

In December 2014, we published a report on our review of the Child Protection (Offender Prohibition
Order) Act 2008. The report made 17 recommendations aimed at improving the way offender
prohibition orders are used o protect children from people who have been comacted of sexual or other
serious crimes against children and are living in the community.

The recommendations detailed in the final report are being considered by the Queensland Police
Service, in consultation with Queensiand Corrective Services and the Public Safety Business Agency.

A formal response to the recommendations will be tabled in parliament.

Intemet-enabled crime: darknets and virtual currencies

in 2012, we conducted research mto the “new generation” of internet technologees that enable serious
criminal activity. The project aimed to raise awareness of the growing threat posed by serious crimes
enabled by and embedded in highly sophisticated Intemet technologies and to inform the development
of new and innovative law enforcement, prevention and investigation methods.

at the time, the law enforcement-only paper, entitled "Hidden in Plain Sight: darknets and virtual
currencies — the challenge for law enforcement”, was one of the first of its kind, and was disseminated
in Agstralia and internationally. in addition, numerous briefings on the topic were delivered to hey
government and law enforcement agences, including the Austraiian Crime Commission (ACC),
australian Federsl Police [AFP] and the US Federal Bureau of Investigation (FBi).

The former Queensiand Premier noted the CMC paper at the July 2012 mesting of the Council of
Australian Governments (COAG]. At the request of the Queensiand Premier, the Queensiand Minister
for Police and Commumity Safety tabled the paper at the Standing Coundl for Police and Emergency
Management [SCPEM| Ministers' meeting on 23 November 2012. SCPEM endorsed the CMC's proposal
that SCPEM refer the paper to the National Cybercrime Working Group. It is requested that the group
develop proposals for coordinated poficy and law enforcement responses to the darknets threat, and
report back to both SCPEM and the Council of Attormeys-General.

Rasearch to support the investigation of cases involving vulnerable victims

in support of the major crime general referral made in 2013, targeting the victimisation of vulnerable
people, research was conducted to support this new capability. Two research and issues papers have
been produced. one on homiode of oider people and one on infanticide.

Discussion on legislation and challenges

There are a number of potential changes that would enable us to better fulfil our responsibilities within
the Crime function. We seek the Committee’s support for these, which are as foliows.

Reconsideration of the ongoing need for both specific and general

referrals
As discussed on page 28, the CRC is responsible for referring particular incidents of major crime
(referred to as “spedfic referrals”™) and major crime identified by reference to the type of aiminal
activity or the persons suspected of being involved in it {referred to as “general referrals”). Particular
incidents of major crime that fall within the ambit of one of the gensral referrals may be commenced
@s particular investigations under that general referral. Once a genenal referral is in existence,
particular investigations under susch a referral may be approved more quickly. The matter is assessed
by a separate committee (the Cnme and imelligence Research and Review Committee), which makes

SUBMIESON TS THE POLE REVIEW OF THE CRIAE AND CORRUPTION COMMISSION ”
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a recommendation to the Senior Executive Officer (Crime), who then decides whether to suthorse a
particular mvestigation under that general referral, based on that recommendation The process for
approval of 3 parbcular VesTZanon under a general referral aliows for 3 more timety response to
requests for investigation A particular crime investigation commenced under a general referral
nevertheless remains subject to significant oversight (see 5. 29 CC Act) as the CRC can direct the
investigation be fimaed or ended In Certam CITUMSTaNCES, InCiuding when the investigation is not in
the public mterest

1t is timely, therefore, 1o review the CCC’s current referral process by reference to similar functions in
other juristhctions. For example, the ACC has a slightly more refined system for the criminal acthaty it
investigates. The ACC operates within a series of “Determinations”, which reflect the work priorities for
the ACC as determined by the ACC board. The current Determinations reflect a broad range of crimmal
conduct, and sre comparable to the CCC's general referrals. The ACC has no specific referrals.

Im addibon to the above changes to rely on general referrals alone, the CCC recommends that
consideration be given to providing for the Chairman of the CCC to be the Chair of the CRC, but with
the abiity to delegate Chairmanship of the CRC to the Senlor Executive Officer, Crime as and when
required - similar to the procedure which operates in other statutory bodies such as the Prostitution
Licenming Authority.

The CRC and fts refesrals are important matters that would benefit from conssderation when the
substantive appointments to the positions of Commussion Chairman, C£0 and Commesnoner are
made The Commussion requests, an opportunity to make a supplementary submission on these
matters by 30 October 2015, prior to the commencement of the Committee’s public hearings.

Change definition of criminal organisation
As discussed on pages 19 and 30, in response to the OMCG issue the CCC was given the power to
conduct specific inteligence operations including holding hearings (3. 534-C). The suthorisad

intelligence operabons must be fied to 2 particulas “crimnal organisation” However, the Curment
definition is mited and cannot be appied with ease to any criminal organisation other than OMOGs.

Under the CC Act, there are three ways to identify a criminal organisation (3. 12, Schedule 2). Firstly, an
organisation may be deciared 2 criminal organisation (at this stage, only “outlaw” motorcydie clubs)
under a regulation. Secondly, an organisation may be declared a oiminal organisation undes the
Criminal Orgonisations Act 2009 {of which there are none currently) and, finally, a criminal organisation
may otherwise meet the oriteria in paragraph (a) of the Schedule 2 definition. This defines a aiminal
organisation as “an organisation of three or more persons who have gg ong or more of their purposes
engaging in certsin kinds of specified craminal activity and who, by their aisociotion, represent a serious
resk 1o the cafety and welfare of the public™.

1t is this third category of criminal organisation that poses problems:

*  The svolution of organised crime into dynamic groups with flat hierarchies, makes identification
of an “organisation” rather than 2 “network” problematical.

*  Tying the mtalligence function to ciminal organisations so defined means that intefligence
operations cannot be authorised in respect of “themes” or topecs of mtelligence value to the cCC
or law enforcement more generally.

Inteligence is of most value when it Gan De gathered as issues emerge. In particular, coescive
intelligence hearings can be of great benefit if employed for the timely examination of “themes”
or “trends” rather than the acthities of particaiar individuals In such crcumstances, the need to
articutate an entfied Criminal organisation can impede the gathening of the best inteliigence.
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The COC submits that mtefigence collection capability should be broad enough to allow inteligence to
be tollectad on

* A specified network/type of organised cime (e.g. OMCGs)

* A commody-based approach o intelligence collection (e g 3 prionty drug market)

®  An offence-based approach (e g. intellipence collection into a high-risk type of fraud activity)

*  Anindustry-based approach (e.g. organised crime infiltration of the transport sector).

constrained by the requirement for an identified “cnimmmal organisation”, ntelligence hearings cannot
be held 1o explore these emerging threats.

The CCC is of the view that a preferable approach would be the ability to identify and examine
organised crime threats, markets and issues a3 they emerge. As mentionad previously, the ACC's
standing Determinations are an example of a mechanism which would permit an “area”™ or “theme”
of organised criminal activity 1o be examined in a timely way. importantly, this reform wouid more
effactively allow the CCC to fill current intelligence gaps in criminal organisations active in Queensiand,
other than OMCGS.

Recommendation 3: Change the definition of cniminal organisobon
That a review of the definition of arminal organisation be undertaken to ensure the CCC 15 not
unduly constrained in the exercse of its inteligence functions and Gan respond more effectivaly
0 addres: Queensiand law enforcement’s inteiigence prionties m respect of olganised Cime.

Review categories of CEM files

Currentty al child expioitation matenal (CEM| obtained by investigators within our Crvenal Paedophilia
Unit (Cerberus) are categorised on the Australian National Victm image Library [ANVIL) scale, consisting
of nine categories (frve CEM categories and four related categories). Although there is no legisiative
requirement, in Queensiand 1t i3 accepted practice that CEM material will be categorised acoording to
the ANVIL scale 1o assist the courts in determining sentences based on the sevenity of the images and
the extent of the offending.

The process of categorisation is very lengthy and 5 estmated to take about 90% of the 1otal time of

an investigation. 1t also has the potential to causa psychological injury to the investigating or forensic
officer. Once an exhibit has been sezed, a forensic image of the onginal material is produced and then
upioaded to foreasic software 10 be categorised These files are then run through a database in an
attempt to exclude common files that are known to our system. Then, every single file on the comparer
15 examined to determine if it is 3 chiid explotation materal image, mowie or text file (story]. At the
conclusion of this process, the evidence is then exported into tables 1o be produced to a court.

The amount of time required to categorise evidence means there is iittie tme to spend on wctim
identification from new or unknown images that are found on the files. victim identfication work has
the potential to rescue a child or victim from harm or abuse. If categorisation did not exist or was
minimised then a significant amount of time couid be saved and dedicated (o either victim identification
or ot the very least give police the opportunity to target and arrest more offenders by moving more
quickly through the investigation and courn preparation process. Further, there i some question as

to whether the benefit 1o the trial or sentencing process outweighs the use of resources, particularly

in the case of very large CEM coflections The sue has been the subject of review and change in

other jursdictions.
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CCC Submission to Taskforce on Organised Crime legislation - Inquiry Area 6 August
2015 (p12 -15)

I IN-CONFIDENCE

Confidential proceedings
56. Section 2004 was imtroduced to make certain proceedings before the Supreme Court confidential.

57. This provision adopted and clanified the practice under Practice Drection 33 of 2012 regarding certain
provisions under the Act

53 The provision is consistant with the general legisiative presumption of confidentiality in relation to Ccc
hearings. The CCC supports its retentson.

Clarification of 5. 331

59. Section 331 was amended to clarify the powers of the CCC in respect of a witness who was facing charges.

60. This amendment was not directed specifically at addressing OMCG issues, but was in response to the
High Court’s decision in X7, deliversd earfier that year,

61. The amendment clarified the COC's powers in light of the High Court’s decision, ' and the CCC supports
retention of the amendment._

Potential future use of crime intelligence hearings

62. OMCGs represent only a small fraction of the organised orime landscape in Queensiand The dynamic
nature of organised crime, and the contemparary shift away from ethmic or cultural groupings and
organisations which have 2 hierarchy, have meant that the definition of criminal organésations in retation
to which the 0CC's intelligence functions are available, has posed challanges for the CCC's expansion of its

63. Further, the dear hierarchical structure, identifiable processes for entry and exit, self-identification of
membership and group ‘branding’ of 0MOGs are not apparent in most other crganised crime entities
or networks.

61 The key dificuites for the CCC i targeting crimnal organisations for intedligence hearings are fasty in
identifying and defining the criminal organisation invoived in the activity and, secondly, in establishing that
these organisations represent an unacceptable risk to the safety, welfare or order of the community.

65. The existence of 3 criminal organisation i a jurisdictional requirement to found the OCC's power to
authorise a specific intelligence operation. The only operations authorised to date relate to declared
entities. it does not appear that any consideration is being given to dedaring other or further entities
‘criminal organisations’ under regulations. Nor are there any applications on foot under the Criming!
Orgunisation ACt 2008,

66. Thus, as the legisiation presently stands, it is necessary to identify further ariminal organisations to found
the jurisdiction of further intellipence operations.

67. The CCC is curmently developing a strategy for the identification of further criminal organisations (beyond
OMCGs) which may in future be the subject of specific mtelligence operations.

17 ARhough the iterstion of 1. 331 i efest pror ' the Emendment wes hekd effective to sddress the imuse raised i X7 (per Daiton | @
Townan v Crime Aefarance Committas & Acor, v Crime Pef & Aser [2005) Q5C 024 et (57) @ (34
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68 1t is expected that thes will substantially assist the CCC and its law enforcement partners in Queensiand m

e proups who are aiready well known m Iw enforcement and will require significant ntelbgence work-

Legislative reform in relation to crime intelligence hearings
Background

69. The COC's Crime Reference Committee (CRC) may authorise a specific inteligence operasion if certan

conditions are mel in essence, the CCC must be satisfied that 2 oiminal organisation, or a particpant,
engages in craminal activity, or that a person has engaged in cormupt condict to help a crominal
.-E e

70. The existence of 2 criminal organisation is 3 jurisdiconal fact required for the authonsation of a specific
mtelligence operation. Thus, the CCC's intelligence function jurisdiction is tied (both for crime and
corruption purpases) to the existence of an identified (or identifiable) criminal organisation.

71 Saction 12 of the Act defines 3 ‘criminal organsation’ as:

(#) an oganisavon of 3 or mere persons =
2] !!!Iil-iiili‘lﬂiﬂ
= h oEnamsing to engage in_ zerious craminal activey as defined under the Crminai
ihﬂll
who_ by ther auacstion. represent an unacoeptabie fisk W ihe ety weare or arder of the
MmUY, ar
3 crmenal organisatan under the (rmeng! Drpassmson Act 2009, or
() 3n enmity deciared under » regulation to be 3 crimingl organisation.

72. The need for identification of a criminal organisation has posed practical problems fior the COC in targeting
s intelfigence funclion hearngs beyond OMCG activity.

73, Heanngs were, for eample, undertaken in relation 1o OMCG involvement in the performance and image
enhandng drugs (PEDs) market. This was in aid of an intelligence project undertaken by the COC exploring
the emerging PEDs market.

74. The utility of thess hearings wai enited by the need for a connection to OMCGs to fall within the CCC's
inteligence referance. i is tolerably clear that OMCS use of PIEDs, and imolvement in the PIEDs markes,
was moreasing Cub members have also been identified as ‘standing over’ or extorting persons within the
fitness industry involved m the distribution of PIEDs. However, for a vanety of reasons OMCG mfluence n
this marketplace is not as dominant as it is in the G1too industry Thus there were jurisdictional limitations
which prevented widespread examinaton marietplace.

73. The CCC submits that the Australian Crime Commission (ACC) model may be of assistance in identifying
opportunities for law reform.
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| IN-CONFIDENCE

76. The ACC is empowered under its Act™® 1o undertake Special investigations and Special (Inteiigence)
Operations i relation to federally relevant criminal activity. These must be approved by the board of the
ACC. Paraliels may be observed between the board of the ACC and the CCC's CRC, which is empowered to
approve or ratify CCC investigations.

77. Specal operations under the ACC Act are analogous 1o the OCC's specific intalligence operations.

78. The ACC may conduct intelligence operations in relation to federally relevant criminal activity. An
intelfligence operation is an operation that is primarily directed towards the collection, correlation, analysis
or dissemination of iminal information and imteliigence relating to federally relevant criminal activity,
but that may involve the investigation of matters relating to federally relevant criminal activity.™

79. The board of the ACC may determine an intelligence operation is a special operation, ™ which then aflows
for the ACC to exercise its coercive powers in performance of that operation ™

B0. m;mmmmmmumnmmkmmm
than the CCC's, and & not tied to the requirement for an identified ‘criminal organisation”.

81. Itis submitted that the ACC model may provide useful guidance for any aiteration to the COC's imelfigence

sons iurisdicts

Scope of suggested form

82 It is submitted that an alternative basis on which a specific imtelligence operation may be approved should
be avaiable. in this case, it is propased that the CRC couldl approve the commencement of a spetific
intefligence operation in relation to a defined tapic or theme. This coulid focus an a type of offending, or
individuals involved in organised orime with certain characteristics.

83 In this regard, the ACC's special operations provide some guidance as 10 how this could operate. There are
currently numerous determinations, including in relation (.

a. Child sex offending

b. High risk and emerging drug threats

¢ National security impacts of serious organised crime
d. Outlaw motorcycle gangs.

84 Mummhﬁmmmmmummm
general referrals and specific referrals may give some guidance as to how a specific intelligence operation
could be framed without reference te a criminal organisation.

5. Cumrently, there are general referrals in relation to:

Organised aime

professional facilitators

Terrorism

Criminal paedophilia

Senious crime in refation to sexual offences.

O

18 Aurirpion Crime Commustion At 2002 {Caitn) (ACC Ao}

19 ACCACE x4

20 ACC A= & 7C[2]

. ACCA, OivZ
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87. An inteligence authorisation could operate on & similar basis i tied 1o ‘organised arme’, as defined in the

89. For example, an inteligence operation could be authorsed m relabon to the methylamphetamine market
in south-east Queensiand. This is the market assessed by the CCC as representing the greatest threat 1o
Queensland based on the prevalence of the commedity, the strong presence of organised crime in the

90. This would allow the CCC to explore the activity on 2 market-wide basis, rather than by reference to

by the Crime Reference Committee, whach would have to be satished that such an operation was in the

91 Allowang for alternative bases for authorsation, either by reference 10 a criminal organisation, or by

The CCC recomnmends that mteiigence coliectian capability should be broad enough to allow intelligence to

) objective of reducing and combating organised arime.
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